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1. Introduction

Sailub Ltd ("Sailub", "we", "us", "our") provides intelligent marine systems that enhance
vessel safety, situational awareness, comfort, and operational efficiency. This Privacy Policy
describes how we collect, use, store, and protect your information when you use Sailub
modules, including:

BeSecure (safety monitoring)
BeAware (situational awareness and visual intelligence)
BeRelax (comfort, ambience, and automation)

Future modules and upgrades

We follow privacy-by-design, edge-first processing, minimal collection, and transparent user
control principles.

2. Scope

Sailub services are not intended for children under 16, and we do not knowingly process
personal data of minors.

This policy applies to:

Sailub mobile applications

Sailub edge devices installed on vessels
Sailub cloud services

Data transmitted from vessel to cloud

Support interactions

It does not apply to third-party hardware (e.g., sensors, cameras, NMEA2000 devices)
unless integrated into Sailub modules.



3. Types of Data We Collect

We classify data into three categories, based on purpose and user control.

3.1 Category 1 — Essential Real-Time Data (Required)

Legal Basis: GDPR Art. 6(1)(b) — performance of contract
Collected only when you activate and use relevant modules.

Examples of essential real-time data:
BeSecure
e GPS position

e NMEA2000 data available on the vessel (e.g., engine, electrical, depth, wind, tank
levels, environmental readings, alarms)

e |MU/accelerometer data

e Motion, smoke, bilge, and other safety sensor data

BeAware

Includes all BeSecure data +
e Real-time visual data from vessel cameras
e Obstacle detection outputs

e Radar/AlS/sonar integrations (if equipped)

BeRelax
e Environmental sensor data
e Comfort/automation device states

e Ambience controls

Use of Category 1 Data:

e Withdrawing consent for analytics does not affect essential real-time processing
required for module operation.

e Processed locally on the vessel
e Used to deliver real-time alerts and user-facing displays

e Not stored unless user enables analytics



Not uploaded without purpose or user consent

3.2 Category 2 — Functional, Historical & Analytics Data (Optional)

Legal Basis: GDPR Art. 6(1)(a) — consent

Collected only when you enable analytics, history, cloud sync, or performance insights.

Examples:

Historical GPS tracks

Historical NMEA2000 logs

Sensor trends and vessel-state history
Maneuvering/docking performance metadata
Environmental logs

Anonymised visual or sensor embeddings
Diagnostic logs

Al model performance markers

Important: Raw visual data is not uploaded unless you explicitly enable recording.

Use:

Improve system performance
Enhance Al models

Provide history dashboards
Support predictive maintenance

Provide vessel insights

3.3 Category 3 — Shared or Third-Party Data (Strict Opt-In)

Legal Basis: GDPR Art. 6(1)(a) — explicit consent

Includes data you choose to share externally:

Live location shared with family or fleet

Remote support sessions



e Event-based visual snippets you choose to upload

e OEM or fleet integrations (only with your opt-in)

4. How We Process Data

4.1 Edge-First Processing (Default)
Sailub modules process all raw inputs on the edge device installed on your vessel.
Local processing includes:

e Object detection and hazard classification

e Sensor fusion (GPS + IMU + NMEA2000)

e Visual stream analysis

e Real-time alerts

e Docking assistance

e Comfort/automation routines

Raw camera feeds remain on the vessel and are not continuously recorded or stored unless
the user explicitly enables recording or remote support.

4.2 Event-Based Processing (Triggers)

Sailub uses event-based triggers to detect meaningful vessel conditions requiring action or
analysis.

Examples of events:
e Obstacle detected within threshold
e Sudden movement/shock

e Sensor anomaly (e.g., bilge, temperature spike, abnormal deviation from expected
NMEA2000 values)

e Rapid GPS drift
e Docking manoeuvre classification

e User-defined triggers

Event data may include:

e Timestamps



e Sensor snapshots

e Diagnostics

e Extracted metadata

e Anonymised embeddings

e Raw visual frames (only if recording is enabled)

Handling rules:
e Event data is processed locally first.

e Stored only if analytics or recording are enabled. If analytics is disabled, event data is
processed in real time and then discarded automatically.

e Uploaded only with user consent.

e Anonymised event metadata may be used to improve algorithms.

4.3 Cloud Processing
If you enable analytics or cloud sync, we may upload:

e Event metadata

Historical sensor logs

e Summaries (not raw video)

e Diagnostic flags

e System health insights

e Predictive maintenance indicators

We never upload raw camera feeds by default.

4.4 Remote Support
Remote support is always:
e user-initiated
e time-limited

e automatically terminated when closed

During remote support, you may authorise temporary access to:

e live sensor data



e live visual streams

e diagnostics

5. Third-Party / Marina / Bystander Privacy

Cameras and sensors may incidentally capture nearby vessels or individuals when operating
in marinas or close quarters.

Sailub:
e processes such data only in real-time,
e does not identify individuals,
e does not perform facial recognition,
e does not analyse or attempt to identify external vessels or persons.

The user is responsible for positioning cameras in accordance with local laws or marina
rules.

6. Data Sharing

We may share data with:
e Cloud service providers
e OEM or fleet operators (only if you opt in). When shared, Sailub and the receiving
organisation act as independent data controllers for their respective processing
activities
e Support teams (with explicit consent)

e Regulatory authorities if required by law

We do not sell or rent personal data.

7. Data Retention
e Real-time data — not stored
e Analytics data — retained for up to 24 months, configurable by the user
e Recorded video — Short event-triggered visual snippets are stored only for the
retention period selected by the user or until manually deleted; otherwise stored
locally unless the user chooses to upload it.

e Support session data — deleted after case closure

e User accounts — retained until deletion request



You may delete your data at any time.

8. Data Storage Location

All cloud data is stored on secure cloud infrastructure located in the United Kingdom
(provider may vary).

If necessary for resilience, data may be backed up in other regions using GDPR-compliant
safeguards (e.g., Standard Contractual Clauses).

9. User Rights

Under GDPR and UK-GDPR, you have certain rights regarding your personal data. These
rights apply only to personal information that you have provided to us and that we process
on the basis of consent or contract.
Your rights include:
e Access your personal information
e Request deletion of your account and associated personal data (this does not include
system logs, safety records, or data required for security, diagnostics, or legal
compliance)
e Correct inaccuracies in your account information
e Request a portable copy of basic account data you have provided to us

e Withdraw consent for optional analytics

e Object to processing where legally permitted

Contact: privacy@sailub.com
We respond to valid data requests within 30 days, extendable by a further 60 days for
complex cases.

You may also lodge a complaint with the UK Information Commissioner’s Office (ICO) or
your local supervisory authority.

10. Security

We employ:
e End-to-end encryption
e Encrypted local and cloud storage
e Secure bootloaders

e Tamper-resistant hardware



e Role-based access control
e Regular penetration testing

e Continuous monitoring of system integrity

11. Changes to This Policy

We may update this Privacy Policy to reflect new features, legal requirements, or
improvements. Users will be notified through the Sailub app and website.

12. Contact Us

Sailub Ltd

Registered in England under Company Number 16631609

4 Raven Road, Unit 1¢3-860, London, United Kingdom, E18 1HB

Email: privacy@sailub.com
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